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Overview

This page provides you with an overview of the portal's Device Management module. It
describes the portal focusing on AirLink Management Services within the global portal
architecture, showing how it is connected to other elements of the M2M services platform.
It also gives information to be known prior to log in to the portal and start using it.

Objectives

Once a group of devices has been deployed on the field, the key challenge is to monitor,
configure and maintain them cost effectively despite the distance.

The AirLink Management Services is a cloud-based device management solution that
enables manufacturers or service providers to remotely monitor and upgrade a group of
AirLink devices through a web portal, saving considerable operating costs.

This service is a turn-key solution including:

A portal, which centralizes data and provides a web client interface to administrate a
group of devices. The user interface includes the capacity to create dashboards in
order to monitor key parameters and communication traffic of a group of devices, to
configure them, and to remotely send AT commands. It also allows performing
remote upgrade campaigns through a secure delta mechanism.

An embedded agent natively integrated into AirLink Intelligent Embedded Module
firmware.

Architecture

The Management Services Portal and the embedded modules communicate together
through the OMA-DM technology secured by mutual authentication mechanisms. This
communication uses the same carrier subscription as for your other data transmission.

The access to the portal is protected with a RSA One Time Password.
Any data stored into the portal is redundantly saved.

The following figure shows an overview of the server and AirLink embedded modules
architecture.
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Prerequisites

As a prerequisite, your company account and one administrator user must have been
created by the AirLink support team, following your request.

If not, you will not be able to access the portal and create children companies associated
or other users within your company.

For more information on how to create a first user a company, please contact the
AirVantage team at http://www.sierrawireless.com/wheretobuy/
Contact_Sales/ContactAirVantageSales.aspx.

Certified Browsers

The web portal can be accessed using the following certified browsers:

Operating System Browser

Windows Internet Explorer 8, 9
Firefox 3.6, 4.0.1

Linux Firefox 3.6, 4.0.1

Logging-in to the Management Service Portal

This section shows you how to log-in to the portal.

To log-in to the portal

1 Open your favorite and compatible browser.

2 Enter the following URL in your browser URL address bar: http://
amsforairlink.sierrawireless.com

The portal login page appears:

6 AirLink Management Services - Overview


http://www.sierrawireless.com/wheretobuy/Contact_Sales/ContactAirVantageSales.aspx
http://www.sierrawireless.com/wheretobuy/Contact_Sales/ContactAirVantageSales.aspx
http://amsforairlink.sierrawireless.com
http://amsforairlink.sierrawireless.com

Overview

AirLink

WIRELESS" Management Services

Submit

3 In the Username field, enter the username.
4 In the Password field, enter the user password.

5 Click on [Submit].
On your first connection, a Change user settings window opens, asking you to
change the initial password created for you by the administrator:

This is the first time you log in. Please change your password.

Change Password Change time zonea

Login homestast

Old password

MNew password

Mew password confirmation

| Change

6 Enter all required information in the Change Password tab: Old password, New
password.

7 Confirm the new password in the New password confirmation field.
8 If needed, change the time zone settings in the Change time zone tab.

9 Click on [Change].
A pop-up message appears, indicating that the password, and possibly time zone,
settings have been successfully changed.

10 Click on [OK].
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11 In the Change user settings window, click on [Close].
The portal opens on the portal homepage.
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Device Management Module Description

This section describes the Device Management module, and more specifically the Devices,
Dashboards and Jobs tab.

B Device Management Tabs
B Devices Tab

B AirLink Dashboard Tab

B Jobs tab

Device Management Tabs

When the Device Management module is selected, the Main pane is organized in tabs:

Device Management : AirLink / AirLink

| Device Management module's tabs l—>| Dashboards Devices. Data Map. Events Jobs l

Poll Reset PRL Commands Firmware Show configuration Assign configuration Add Device Edit Device Delete Undelete Purge

[ Al (10) [ Sumamary v | Refresh
[m} Actions A Growp Unique Id Name Service Type Last Com. Date MNetwork State  Bytes Sent Helix Bytes Sent Operator Current Network FW Version
o Detads  /Arlink  355310030254423  ID-100103-T HSPA 03/31/11 14118125 NetwrkcReady | 969 2189 K2.0.7_3sAP Ci 4.2.0.658
o Detads ik sopaiFe7 Aiink 60025 04706711 10130114 16538

Details Jairtink. 60019248 ID-100077  EV-DO Rev.A.  04/06/11 10:28:15  Metwork Ready 182279 18136 Verizon P2813301,5220: 4.2.0.002

ek

Details Jairtink. Airdink 03/16/11 02:52:53

Details JRirtink 60306297 _delated 1%, EV-DO Rev.# 03/09/11 12:46:45  Network Dorman 323850 Sprint p2005300,6076¢ V4221_4.0.

o

Details JAirLink. 0sa76 Test

|

Details IRirtink: 6088654 Test - POLL 08/16/10 21:19:37

Details /Airtink 503CEBD0 TestAxE 1% EV-DO Rev.# 06/23/10 17:56:35  Network Ready 354725 Sprint $2005900,6076+ V4221 3.1.|

e

Details Jairtink. 60879859 PPX-ALPHA

OoDDOoDDOCL

==

Datails Jnirtink 9 PPX-Airlink T 05/11/10 20145108

110410

Each tab opens on a table, except the:

B Dashboards tab, which displays graphics and tables about devices activity, download
and monitoring operations. For more information, see the dashboard-related sections:
AirLink dashboard, Download Campaigns Dashboard and Device Group
Details).

B Map tab, which displays a map.

The table below describes the tabs of the Device Management module's Main pane:

Tab Description

Dashboard Displays information about devices, such as device group details, download or monitoring

information.
Devices Displays the list of devices associated with the device group selected in the Left pane.
Data Displays the list of device data.

Allows you to monitor and export device data ([Export] button).
The Devices tab includes a Menu and button bar for performing a number of actions on the
device(s) selected in the device table. |

Map Displays a map.
Allows you to locate your devices.

Events Displays the list of device events.
Allows you to monitor, archive and export device events ([Export] and [Archive] buttons).

Jobs Displays the list of device jobs.
Allows you to monitor device jobs.
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Imports Displays the list of completed device imports.
Allows you to download device import logs as well as performing new device imports ([New

import] button).

Devices Tab

The Devices tab displays all devices created for a given device group (to be selected in the
Left pane).

It includes a Button bar as well as a drop-down menu listing views.

Devices Tab Button Bar

The table below describes the Button bar of the Devices tab:

Button Description
Refresh Allows you to refresh device information.
Poll Allows you to send a POLL common command to the selected device.
Ping Allows you to send a PING common command to the selected device.

Read Status

Allows you to send a POLL command on a limited set of parameters, defined as follows -
Phone number / IP address / Network State / RSSI / Network Device Type / ALEOS SW
version / (EC/10) / Channel/WAN \ Cellular bytes sent and received / Device Name - to the
selected device.

Reset Allows you to send a RESET common command to the selected device.
PRL Allows you to send an UPDATE_PRL common command to the selected device.
Commands Allows you to open the Actions window for sending commands to devices.

For more information, see Sending Commands to Devices.
Firmware Allows you to upgrade the selected device firmware using the Device firmware upgrade

wizard.

For more information, see Firmware and Software Upgrades
Show Allows you to display the selected device AceManager-based Details window. This
configuration window can also be launched by clicking on the [Details] link for a given device:

Actions Group Unigue Id Name
fairLink 123456789 Ravenl23

&J Dm.ﬁj

Assign
configuration

Allows you to assign a specific configuration template to the selected device.

Add device Allows you to launch the Device Creation window for creating a new device.
Edit device Allows you to launch the Device Edition window for editing the selected device.
Delete Allows you to archive the selected device(s).

(Archive)

Undelete Allows you to unarchive the selected device(s).

(Unarchive)

Purge

Allows you to remove definitely the selected device(s) that have been already archived.

Devices Tab Views

Five views have been defined to display specific device-related information: Summary,
Network Status, Location, Status and Data.
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The tables below describe these views.

"Summary" View

] Al (1) Refresh Poll Reset PRL Commands Firmware Show configuration Assign configuration AddDevice EditDevice Delete Undelete Purge
O] e G| unverd wame Servs rpe 5] et Gom. Date % [ Wetwerkstats | oyves emt % | Byiesen] Gperater | arrent hetword 1w Ve % oekted
D (@) o e e s
O () o some (ST
D () o cocssommmon oscossinia e SRR R | [ |
R ey e oatonr1s 17iozses | comacna | 0
[m] tﬁj Details. JAirLink 60D192AB Airlink 60D132AB 04/08/11 00:39:09 1283 false
Column name Description
Group Device group including the device
Uniqueld Device's unique ID (for example IMEI)
Name Device's name
Service Type Communication mode (radio system) used for communicating with the device
Last Com. Date Date of last communication between portal and communication device
Network State Netwok state (either Dormant or Ready)
Bytes Sent Number of bytes sent by the communication device
Helix Bytes Sent Number of helix bytes sent by the communication device
Operator Telecommunication operator managing the SIM card

Current Network Operator Network operator having registered the communication device

FW Firmware version
Version ALEOS version
Deleted Indicates whether the device was deleted (true) or not (false)

"Network Status" View

[ a3y Refresh Poll Resst PRL Commands Firmware Show configuration Assign configuration Add Device EditDevice Delete Undelete Purge
B s e i e ey T ey cparator & | coren Rebwork Spereer | sarvice ype 4] 510 et vermon 30 ovtessent
[m] (@] pewis Raven123 123.123.45.56 REGISTERED
[m] ([ ) petis HelixID-19cbf4 | Device Initiated Model | NOTSET ACTIVATED | -103 umTS,
[m] ([ | petais Ailink CAQ012100 | Device Initisted Mods! ACTIVATED
O | (@) veowe  woicous ey vereen - w
O (g o s et ot =
Column name Description
Name Device's name
Model Communication initiation mode, either from the device (Device Initiated
Model or from the server (Server Initiated Model)
Phone Number Phone number of the user associated with the device
IP Address IP address of the communication device
State Device state : REGISTERED or ACTIVATED
RSSI RSSI (Received Signal Strength Indication) level
Operator Telecommunication operator managing the SIM card
Current Network Network operator having registered the communication device
Operator
Service Type Communication mode (radio system) used for communicating with the device
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EclO Energy od Carrier over all noise

PRL version PRL (Preferred Roaming List) version

SID TBD

Bytes sent Number of bytes sent by the communication device

"Location" View

] A e3) Refresh  Poll Reset PRL Ci i Show ig i Assign ig i Add Device Edit Device Delete Undelete Purge
L Actions Name Model 1P Address Latitude Longitude GPS Satellite count | Deleted
L1 @ Details Raveni23 Server Initiated Model 123.123.45.56 false
O @ Details Test Server Initiated Model fals=
(] @ Details PPX-ALPHA Server Initiated Model false
[l @ Details Airlink 60D21F97 Device Initisted Model false
(] @ Details HelixID-19cbf4 Device Initiated Model false
[l @ Details Airlink 60D192AB  Device Initisted Model false
Column name Description
Name Device's name
Model Communication initiation mode, either from the device (Device Initiated Model or from

the server (Server Initiated Model)

IP Address IP address of the communication device
Latitude Device's latitude (between -90° and +90°)
Longitude Device's longitude (between -180° and +180°)
GPS GPS fix indication ( O — No fix, 1 — GPS Fix)

Satellite count Number of satellites visible from the device's location

Deleted Indicates whether the device was deleted (true) or not (False)

"Status" View

Dashboards | Devices | Data | Map | Events | Jobs

O A e Refresh Poll Reset PRL Commands Firmware Show configuration Assign configuration Add Device Edit Device Delete Undelete Purge
() Actions Name Model Fw Version MSCI Version Radio Module Type Hardware Configuration Deleted
O @ Details Raven123 Server Initiated Model false
[ @ Details Airlink 60D21FS7 Device Initiated Model false
() @ Details Airlink CADO12100 Device Initiated Model false
(] @ Details HelixID-19cbf4 Device Initiated Model K1_0_2_BAP C:/WS/FW; 4.1.1.002 6 MC8730 0F1500000007000000000000C false
u @ Details Airlink 60D122AB Device Initisted Model falze
Column name Description
.
Name Device's name
Model Communication initiation mode, either from the device (Device Initiated

Model or from the server (Server Initiated Model)

FW Firmware version

Version ALEOS version

MSCI Version Version of communication protocol between communication device and portal

Radio Module Type Version of the radiocommunication module embedded in the communication
device

Hardware Configuration Telecommunication operator managing the SIM card

Deleted Indicates whether the device was deleted (true) or not (False)
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"Data" View

Dashboards Devices Data Map Events. Jobs

O Al (14 Refrash Poll Reset PRL Commands Firmware Show configuration Assign configuration Add Device EditDevice Delete Undelete Purge
(] Actions Name Model IP Address Bytes Sent Bytes Sent Bytes Received Helix Bytes Sent Deleted
() @ Details Raven123 Server Initiated Model 1232.1232.45.56 false
[ @ Details Airlink 60D21F97 Device Initiated Model 40187 false
() @ Details Airlink CAD012100 Device Initiated Model false
[ @ Details HelixID-19cbf4 Device Initiated Model o o 1248 false
() @ Details Airlink 600192AB  Davice Initiated Model 1283 false
[ @ Details Airlink CAD012100 Davice Initiated Model false
O @ Details 1D-100129 Device Initiated Model 13030676 28943120 41973796 false
Column name Description
Name Device's name
Model Communication initiation mode, either from the device (Device Initiated Model or
from the server (Server Initiated Model)
IP Address IP address of the communication device
Bytes Sent Number of bytes sent by the communication device
Bytes Received Number of bytes received by the communication device

Helix Bytes Sent Number of helix bytes sent by the communication device

Deleted Indicates whether the device was deleted (true) or not (false)

AirLink Dashboard Tab

The Device Management module gives you access to a number of dashboards, among
which the AirLink Dashboard (for more information about other dashboards, see
Download Campaigns Dashboard and Device Group Details):

Device Management : AirLink / AirLink

Airlink Dashboard +| Refresh
4 Add Content

RSSI Level b Device registration - 12 Months b

M oBest [ Good [ Far [ Poor [ Worst [ Nosional o I I

oaz011 072010

N 220 313 [ 407

Device group details. b

The AirLink Dashboard offers an easy way to monitor your main device information at a
glance. It is a fully configurable dashboard, in which you can add or remove content (in the
form of predefined widgets) as well as organize the layout as needed.

The following sections describe how to add, remove and arrange content within the
AirLink Dashboard, and provides you with details about each widget:

B Adding, Removing and Arranging Widgets
e To add a widget
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e To remove a widget

e To arrange the dashboard layout
B Widget Description

e "Device group details” Widget

y The size of a widget depends on how many widgets are organized within the AirLink
"‘ aﬁﬁ Dashboard, and on the size of your browser's window. If only one widget is selected,
it fills the whole dashboard space. Widgets are automatically resized when resizing
the brower's window or arranging the dashboard layout.

Adding, Removing and Arranging Widgets

To add a widget

The following procedure describes how to add content to the AirLink Dashboard:

1 Assuming that the Device Management's Dashboards tab is selected, click on the
[Add Content] button:

RSSI Level 1 Device registration - 12 Months =

Yy | Y-

2 The Available Lists window listing all available widgets automatically opens:
Available Lists b 4

Device Firmware Category 3 |
Device group details 3 |
Device Not Reported - Alerts Sent in the last 48 Hrs 3 |

L*

Device states

3 Click on as many "Plus" buttons as widgets are required, one after the other:
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Available Lists b 4

Dievice Firmware Category

Device group details

Device Mot Reported - Alerts Sent in the last 48 Hrs

Cievice states

[ Lo

Widgets are added at the bottom of the dashboard.
4 When all required widgets have been added, close the Available Lists window by

clicking on the cross ( x) on the top right corner of the window.

To remove a widget

The following procedure describes how to remove content from the AirLink Dashboard:
1 Point your mouse over the cross on the top right corner of the widget to be closed.
The cross turns red.

2 Click on the cross to close the widget.
The remaining widgets automatically slide and the dashboard is reconfigured.

To arrange the dashboard layout

The following procedure describes how to arrange the dashboard layout within the AirLink
Dashboard:

1 Left-click on the upper part of the widget frame.

2 While keeping the mouse button pressed, drag the widget wherever wanted.

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

eeeeeeeeeeeeeeeeeeeeeee

The other widgets automatically move to fit in the freed space.
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3 When you are satisfied with the layout, drop the widget.

Widget Description

The following paragraphs describe each predefined widget.

"Device group details" Widget

The Device group details window displays the main selected device group details, as set
while creating the device group: Device group name, Company name, Group managers,
Number of devices, Description.

Device group details

Device group name
Company name
Group managers
Number of devices

Description

AirLink

AirLink

airlinkadmin

13

Default Device Group for AirLink .

"Device Not Reported - Alerts Sent in the last 48 Hrs" Widget

The Device Not Reported - Alerts Sent in the last 48 Hrs widget displays all notifications
sent to a user regarding communication errors with the device of the selected device
group, when communication was lost for more than 48 h.

. A notification can be generated even if the last communication was performed less
- “my than 48 h ago (alert generated before communication resumed).

The table below describes the widget's columns:

Column

Description

Name

Device name

RSSI

RSSI value a tthe time of logging

Last Communication Date

Date and time of last communication between server and communication device

Type TBD
Message Message sent in the alert notification
17 AirLink Management Services - Device Management Module Description
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Device Not Reported - Alerts Sent in the last 48 Hrs s
Name RS5I Last Communication Date Type Message

Airlink B0D21F37 04/09/11 01:54:06 1 Communication failure
HelixID-19cbf4 -103 04/08/11 17:02:44 1 Communication failure

"Device states™ Widget

The Device states widget displays a circular histogram showing the number and
percentage of devices within a device group being at a certain defined state. States are
divided into four categories: Activated, Deactivated, Registered and Unsubscribed.
Pointing your mouse over one of the histogram slices displays complete information (state,
number of devices in this state, percentage of devices in this state within the device
group).

Device states ot

Activated: 75%
2]

. Activated Deactivated . Registerad Unsubscribed

"RSSI Level" Widget

The RSSI Level widget displays a circular histogram showing the number and percentage
of devices within a device group being at a given RSSI level. RSSI levels are divided into six
categories: Best, Good, Fair, Poor, Worst and No Signal. Pointing your mouse over one of
the histogram slices displays complete information (RSSI level, number of devices receiving
signal at this level, percentage of devices receiving signal at this level within the device
group).
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RSSI Lewel s

Worst: 5090
(2)

Sk

2

. Best . Good . Fair Poor . Worst . No Signal

"Reported past 12 Hrs" Widget

The Reported past 24 Hrs widget displays a circular histogram showing the number and
percentage of devices within a device group having reported - or not - in the last 24 hours.
Pointing your mouse over one of the histogram slices displays complete information
(Reported / Not Reported, number of devices having reported or not, percentage of devices
having reported or not).

Reported past 24 Hrs o

Il Reported || Mot Reported

"Device registration - 12 months™ Widget

The Device registration - 12 months widget displays a bar chart showing the number of
devices registered over the last 12 months.
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Device registration - 12 Months

T

o

o

05/2010 04/2011

03/2011 072010

"Device List - Not reported past 24 Hrs" Widget

The Device List - Not reported past 24 Hrs widget displays the list of devices not having
reported for 24 consecutive hours.

. A device can appear in the list even if the last communication was performed less
e “Zmy  than 24 h before opening the widget. This means that the device did not report for
24 h, then resumed communication later.

The table below describes the widget's columns:

Column

Description

Name

Device name

Last Communication Date

Date and time of last communication between server and communication device

RSSI

RSSI value at the time of logging

Network Status

Network status at the time of logging

IP Address

Device IP address

ESN

Device ID (equivalent of IMEI)

Phone Number

Phone number of the user in charge of the device group

Device List - Not reported past 24 Hrs =
Name Last Communication Date | RS5I Network Status | IP Address | ESN Phone Number
Airlink 60D21F37 04/12/11 02:55:57 % 60D21F97
Airlink CAOD121006 | 04/12/11 10:47:17 CADOD121006710
ID-100129 04/12/11 10:48:50 -101 Network Ready CADD12101621001
“ »
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"Device Firmware Category" Widget

The Device Firmware Category widget displays a circular histogram showing the number
and percentage of devices within a device group running in a given firmware version.
Pointing your mouse over one of the histogram slices displays complete information
(version number, number of devices running in this firmware version, percentage of
devices running in this firmware version).

Device Firmware Category XY

T

4.1.1: 25%
(1)

A

B 420 3.3 [ 407 4.1.1

"Last device job states" Widget

The Last device job states widget displays a circular histogram showing the nhumber and
percentage of jobs in a given state within a device group. Job states are divided into three
categories: Passed, Failed and No activity. Pointing your mouse over one of the
histogram slices displays complete information (job state, number of jobs in this state,
percentage of jobs in this state).

Last device job states i3

E]

. Passed Failad . No activity

"Number of download, monitoring and provisioning requests
for the last six months™ Widget

The Number of downloads, monitoring and provisioning requests for the last six
months widget displays a bar chart showing the number of download, monitoring and
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provisioning requests sent for the last Six months.

Number of download, monitoring and provisioning requests for the last six months 3
100
80
80
40
20

u]
November Dacember January February March April

. Firmware upgrade . Software upgrade Monitoring assignments Provisioning assignments

Pointing you mouse over the top of a bar displays the number and type of requests sent
over the selected month.

Software upgrade
Movember
48

Jobs tab

This section describes the Jobs tab and procedures for :

B Setting a Job Schedule and Periodicity

B Canceling a Periodic Job or a Single Occurrence of a Periodic Job

Tab Description

Different kind of operations can be scheduled on the server to be executed on the remote
devices such as:

B configuration operations to set parameters on devices or set the monitoring of
devices

B sending of commands
B program software upgrades

Each time an operation of this kind is scheduled, a job is created on the server. An
operation can be launched on a single device or a list of multiple devices at the same time
within a group of devices.
The status of any job enables to follow the status of the operation from its creation date
until its end of execution.

You can follow up jobs by selecting the Jobs tab in the Device Management module's
Main Pane. The list of scheduled jobs is then displayed:
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Device Management : AirLink / AirLink

Refrash
Job Id

1782713
1782592
1782630
1782568
1782485
1782352
1782401
1782253
1782286
1782194
1782155

1782051

Dashboards || Devices || Data || Map || Events
Job Type State Start Time Creation Time Device Created by Job Name
COMMON_COMMAND CANCELLED 03/09/11 12:46 02/03/11 11:04:53  603C6297_deleted jwagner Poll Test
COMMON_COMMAND CANCELLED 03/09/11 12:35 03/09/11 12:35:24 603C6237_deleted wdmsadmin
COMMON_COMMAND DONE 03/09/11 12:31  02/03/11 11:04:53 603C6297_deleted  jwagner Poll Test
COMMON_COMMAND DONE 03/09/11 12:16 02/03/11 11:04:52  603C6297_deleted | jwagner Poll Test
COMMON_COMMAND DONE 03/09/11 12:00  02/03/11 11:04:52  603C6297_deleted jwagner Poll Test
COMMON_COMMAND DONE 03/09/11 11:45  02/03/11 11:04:53  603C6237_deleted jwagner Poll Test
COMMON_COMMAND DONE 03/09/11 11:30 02/03/11 11:04:53 603C6297_deleted  jwagner Poll Test
COMMON_COMMAND DONE 03/09/11 11:15 02/03/11 11:04:53  603C6297_deleted | jwagner Poll Test
COMMON_COMMAND DONE 03/09/11 11:00 02/03/11 11:04:52  603C6297_deleted  jwagner Poll Test
COMMON_COMMAND DONE 03/09/11 10:45  02/03/11 11:04:52  603C6297_deletad jwagner Poll Test
COMMON_COMMAND DONE 03/09/11 10:29  02/03/11 11:04:53  603C6297_deleted jwagner Poll Test
COMMON_COMMAND DONE 03/09/11 10:14 02/03/11 11:04:53  603C6237_deleted | jwagner Poll Test
)
2 (345 6|7 89 |10 = ==  112/213680

The meaning of each column is described in the table below:

Job column Description

Job Id Unique identifier assigned to each job created on the server. Eases searches in the list of
jobs.

Job Type Available job types are the following:
FIRMWARE UPGRADE: remote downloads of new firmwares into devices.
WORKFLOW: running of a series of unitary commands on devices.
COMMON COMMAND: running of common commands (Poll, Reset, PRL, Ping, Read
Status...)

State Provides the status of job processing:
PENDING: server about to execute the job.
APPLIED: job taken into account by server, waiting for devices to connect to the server.
IN PROGRESS: device is currently executing the job.
DONE: job complete (either successful, partially successful or in failure)
CANCELLED: job cancelled by user

Start Time Shows the actual date and time of a given job execution.

Creation Time Shows the date of the creation of the job.

Device Provides the unique identifier of the device on which the job was created for.

Created by Displays the user who created the job.

Job Name Diplays the name of the job given by the user who created it (if any).

i'ha

When a communication is initiated between a device and the server, all pending jobs
are successively executed for this device

Jobs Schedule and Periodicity

This section contains procedures for setting a job periodicity and canceling periodic jobs.

Setting a Job Schedule and Periodicity

To set a job schedule and periodicity
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1 Assuming that the Devices tab is selected, select a device by checking the
corresponding checkbox.

2 Click on [Commands] in the Button bar.

[] a1} | Summary v | Refresh Poll Ping Read Status Reset PRL C:}

=uds Firmware
l\,_lfl Actions Group Unique Id Name Service Ty st Com. Da
% & Details /AirLinkDamo18 0:00000391009211

The Actions window opens:

Achons

Common Commands OMA-DM Commands AT Commands Data Writing Monitoring Commands

Command l Select a command - J

Job Name

Start date Periodic | |

(=) Now

[3
[3
k

() Later

4
4

L_| Send notification

This window allows you to:

B decide whether to send the command now or later, and when (Start date area),

B set a periodicity, as well as an end date, for the command (Periodic area).

1 To send the command immediately, leave the Now radio button checked in the Start
date area.

2 To send the command later:

a. Check the Later checkbox,
b. Enter a date directly in the Date field or select one by clicking on the schedule
icon mﬁﬁ,

c. Enter a time directly in the Time hour and minute fields or increase/decrease

Y
time by clicking on respective up and down arrows |Z|

d. If you want to initiate the job execution from the server, check the Send
notification checkbox.

e. A notification is sent to the device and it will connect to the server to run the
scheduled job.

3 To set a job periodicity, check the Periodic checkbox. The area becomes active:
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a. Enter a periodicity directly in the Period day, hour and minute fields or increase/

decrease period by clicking on respective up and down arrows |j
b. If you want the job periodicity to end at a specific date, check the End date
checkbox, then:
i. Enter a date directly in the Date field or select one by clicking on the
schedule icon I:EE,

ii. Enter a time directly in the Time hour and minute fields or increase/

decrease time by clicking on respective up and down arrows |j
4 Click on [Send]. A confirmation window pops-up:

Command job created

5 Close the Actions window.

The job is sent to the job queue. If a periodicity has been set, as many jobs as scheduled
through periodicity are queued. For example, if you set a command to be sent twice a day
for 4 days, 8 jobs are queued. They all appear in the Jobs tab.

Canceling a Periodic Job or a Single Occurrence of a Periodic
Job

This section describes how to cancel a periodic job and a single occurrence of a periodic
job.

To cancel a periodic job

1 Assuming that the Jobs tab is selected, click on any occurrence of the periodic job to

be deleted:
Job 1d Job Type State Start Time Creation Time Device
4040904 COMMON;‘%@&ND PENDING 05/20/11 12:00 05/20/11 11:31 0x0000039100921195
4040554 COMMON_C AND PENDING 05/20/11 12:00 05/20/11 11:21 0x0000039100921195

A Job Detail window opens, including information on periodicity if periodicity
parameters have been set for this job:
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Job Detail For 4040904

Job Identifier 4040904 Device
Job Type COMMON_COMMAND Phone
State PEMDING Creation Time 05/20/11 11:31:10
Affected Devices 1 Created by dorine_airlink
Waiting Devices o Job Name
- Send Notification false
Devices In Progress [}]
Start date 05/20/11 12:00:00
Erm=ariEmEs o Period id
Failed Devices o End date 05/24/11 12:00:00
Cancelled Devices [ ~
Postponed Devices o

Command Name READ_STATUS Periodicity parameters I

Parameters

Cancel Job

2 Click on [Cancel]. The job status (State column) turns to CANCELLED.
To cancel a single occurrence of a periodic job

1 Assuming that the Devices tab is selected, click on the Details link of the device for
which jobs must be canceled:

D Actions % Group Unigque Id % Name %

|:| | @ D% JAirLinkDemolg 0x00000391003211

A Device Details window opens:

[Select Template] v [ toad | [ SaveAsTemplate | | save | Refresh | Poll | [ Ping

[ Device Name : TestRxE ]

Last Reported :  06/23/10 17:56:35

osctiea || ime || wanicatiie || o | v [ sacuy || serieen || mope || e | s |

Show Past | godays |
[-] RSST High-Low ‘ ‘ [-] Bytes Sent-Rcvd
100
36
108
18 0
252
E’E—SZA 2 w0
SR-EX S i
2 -a68 5
= 2
2 54 é @
= -51.2
68.4 .
75.6
2.8
_gp W8 o
05/14/10 00:00:00 05/14/10 18:52:46 05/14/10 20:21:16
O High O Low © BytesSent (O BytesRevd
[-] Temperature Board-Radio Module | | | [ FIRsST Performance
36
a2

2 Click on the Status tab.
3 Select Details in the left list. The device's job details appear:
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Dashboard H sgtﬁ, H wanN/Cellular LAN VBN ‘ Security || Services H Report H Serial H Admin ‘
A
Home (1 ) | [IDatails
WAN/ Cellular
Description
T Company AirLink
VPN Device Group AirLink
Security Customer Model Server Initisted Model
o Status ACTIVATED
Registration date and time 05/14/10 18:46:37
Serial
Activation date and time 05/14/10 18:52:46
About

Unsubscription date and time

! Communication status KO
Last executed job FAILED
Last failed job id

| [] Activity Logs
| | Job Job type Action Creation Date Message
O CLIENT_EVENT 06/23/10 15:56:36 Device Communication a
O Common Cammal JOB_FAILED 06/23/10 15:56:35 msciferrar + sytem = Unable to connact to madem code
O Common Commal JOB_FAILED 06/23/10 15:56:35
O Common Commai JOB_FAILED 06/23/10 15:56:35 Object of class [com.wavecom.damain.DeviceImpl] with i

4 To cancel a specific occurrence of a periodic job, click on it in the Activity Logs table.
A Job Detail window opens.

5 Click on [Cancel].

This specific occurrence of the periodic job is canceled.
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This page deals with users and devices. It defines notions such as companies, users,
devices and device groups. and describes how to create, edit and delete instances of and
how to browse through them.

B Hierarchical Companies
B Users and Rights

Bl Device Groups

Hierarchical Companies

This section explains the purpose of hierachical companies and describes how to create,
edit, delete a company:

B Purpose

B Create, Edit and Delete Companies
e To create a new company
e To edit an existing company
e To delete an existing company

Purpose

In the portal, companies are divided into parent and child companies. When Sierra Wireless
creates your first user, which allows you to login to the portal, this user is associated with
a parent company.

You can then create sub-companies belonging to the parent company. These are called
child companies.

Parent and child companies are hierarchically organized as a tree structure. This tree
structure is displayed in the Companies accordion tab of the Administration module.

Create, Edit and Delete Companies

Creating, editing or deleting a company is done from the Companies accordion tab of the
Administration module:

== e 3
.%, SIERRA AirLink’ Administration Device Management = N,PLI,,,,E e [@
WIRELESS® Management Services y Change r sattings Logout
P ~ Company Edition
18 ] Airtink
Detail: Profile: Advance d
Company Nam. AirLink
Parent Company <N
External 1d
uuiD bfc33c30-f775-43c0-aa4e-5f507 1bb6373
Email 1
Email 2
II
Email3
Email 4
Email 5
2= A
[ users ‘
| PEVICE GROUPS | Portal CSS URL
| uPDATE PACKAGES ‘ Login CSSURL
| moveLs ‘
| morrs ‘
| AcTavrTy LocemnG ‘ [ Save ]| Delete || Cancel j
Accordion Tab Description
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Companies Allows you to:

B create new companies,

B edit and delete existing companies.
Companies are hierarchically displayed (parent company, child company) in an
expandable tree structure, which allows you to browse through existing companies:

COMPANIES
=[] AirLink
= mj AirLinksales
_m;?]AirLinLcsalegEu

L“;?],r-\ir|_i|-|Lc5alesua

To create a new company

1 In the Companies accordion tab, select the parent company.

2 Click on [New].
A Company Creation window opens:
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Company Creation

Details Profiles Advanced

Company Name = |

Parent Company | /airLink/AirLinkSales/ Choose

External Id

Email 1

Email 2

Email 2

Email 4

Email 5

Address

Portal C55 URL

Login C55 URL

[ Create H Cancel ]

The Details tab is selected by default. The Parent Company field is already filled with
the name of the company selected before opening the window, as well as its parent
company if applicable (AirLinkSales).

We will now create a child company called AirLinkSalesUS.

Enter the company name in the Company Name field: for example, AirLinkSalesUS.

Only this parameter is mandatory in this tab. All others parameters are

‘n‘iﬁ optional.

If needed, enter an e-mail in the Emaill field.
E-mails entered in the Emaill to Email5 fields are used as notification e-mail
addresses when an event is triggered by a device.

B e-mails defined at company level can be e-mails of users of the portal or not

B e-mails of users of the portal can be used also if defined at user creation to
receive alerts

The device triggering the event belongs to a device group associated with this
company.
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5 Select the Profiles tab.
The Profiles tab displays the following information:
Company Creation

Details Profiles Advanced

Profile # [ Select

Child Companies Profiles =

Available
Airlink
Airlink Customer
Airlink Extended Reseller

Airlink Tier 1 Reseller

User Profiles =
Available
Airlink Company Administrator a
Airlink Manager
Airlink Provisioning Administrator

Airlink Support Administrator

Airlink System Administrator

N [ [ N —

Create Jl Cancel

6 Select a profile in the Profile drop-down menu.
7 Using the Child Companies Profiles windows, specify which company profiles will be
inherited by this company's children companies. To do so, select the required profile

in the Available window, then click on |_*_J to make it slide to the Selected window.
Companies created with this company as parent company will inherit these profiles
only.

8 Using the User Profiles windows, specify which user profiles will be available for
users associated with this company.
Available user profiles depend on the company profile. Select the required profiles in

the Available window, then click on |_= to make it slide to the Selected window.

You can also group your selection by keeping the Shift key pressed while
| selecting the required profiles, then click on .

o
e
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9 When all required information has been set in the Company creation window, click
on [OK].
The child company now appears in the Companies tab.
10 Select the Advanced tab.
The Advanced tab displays the following information:
Company Creation

Details Profiles Advanced

Description

SAP CustomerId

SMS Provider l Select a sms provider

Disclaimer Add

"Contact us" email

Corporate logo url

RSA Authentication | | User authentication reguires RSA code

Create Jl Cancel

This tab helps you customize your company environment.
11 Describe the company in the Description field.

12 If your company is stored within SAP with a Customerld, enter it in the SAP
Customerld field.

13 Select a SMS provider in the SMS Provider drop-down menu.
When set, all SMS sent either to devices (for commanding them) or to users (for
notification) are so through the selected SMS provider. If left unset, no SMS can be
sent.

. SMS providers can also be set at device level, for example to take advantage of
"L“ competitive price policies in certain parts of the world.
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14

15

16

17

To

2
3

If needed, add a disclaimer by clicking on Add. A Disclaimer Edition window opens.
Type in the disclaimer then click on [OK].
Disclaimers are displayed on first login of a user.

If needed, change the default email address used when clicking on the Contact Us
web link (bottom of the portal) by entering a valid email address in the "Contact us"
email field.

If needed, enter in the Corporate logo url field the URL of the company logo to be
inserted to the bottom left corner of the portal.

If required, select RSA authentication to give the access to the AirLink Management
Services only with a RSA key for any users of its account.

edit an existing company
In the Companies accordion tab, select the required company.

A three-tabbed form appears in the Company Edition pane:
Company Edition

Details Profiles Advanced

Company Name 3 AirLinkSalesEU

Parent Company  AirLinkSales

External Id

uuID f2624058-3eac-4db3-9853-bebb2d0f73b6

Email 1

Email 2

Email 3

Email 4

Email 5

Address

Portal C55 URL

Login C55 URL

| Save I Delete | Cancel |

Edit each field and menu and tick or untick checkboxes of each tab as required.

Click on [Save].
New settings are saved.

To delete an existing company

1
2
3

In the Companies accordion tab, select the required company.
Click on [Delete] in the Company Edition pane which appears.

A confirmation window pops-up:
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Confirm deletion

Are you sure you want to delete this item 7

4 Click on [Yes] to confirm.
The company is deleted.

Users and Rights

This section explains the purpose of users and rights, and describes how to create, edit,
delete a user:

B Purpose and User Profiles

B Create, Edit and Delete Users
e To create a new user
e To edit an existing user
e To delete an existing user

Purpose and User Profiles

Users of companies are associated with a number of identification, contact, geographical
and time parameters such as Login, First Name, Last Name, Email, Phone, Time Zone,
Language, etc.

Their rights on companies depend on their profile, which can be chosen among the
following ones:

User Profile Description

AirLink Company Administrator Read/Write access. Can create users.

AirLink Manager Read/Write access. Cannot create users.

AirLink Viewer Read only access.

Create, Edit and Delete Users

Creating, editing or deleting a user is done from the Users accordion tab of the
Administration module:
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« SIERRA AirLink

Administration

User:  (user_doc) £

Devics Management Time zone:  Europe/Paris UTC+2

WIRELESS™ Management Services. , Change user settings  Logout

~ User Administration

| COMPANIES
USERS
Rofrach
Login || | useriogin Company
Company | Select v []  degan Demo
Profile Name | Any = [ aidinkadmin | AlrLink
[ | epolson Demo
[ mlawindan Dema
[] |oGokss Demo
kmachaild Deama
)
[ ouu Demo
sbandarst Dama
u
[ oedmondson  Demo
Inilaczica Trackstar
)
[ brasmussen  GetWireless
mhughes Trackstar
Search Reset )
L L J
| DEVICE GROUPS
UPDATE PACKAGES
|
2 3
| MoDELS
| mpoRTS
| ACTIVITY LOGGING Hew

Profile

Airlink Manager

Airdink Systam Administrator
Birlink Manager

Airink Managar

Birlink Manager

Aidink Managar

Birlink Manager

Aldink Managar

Airlink Manager

Airlink Campany Administrator
Airlink Campany Administratar

Airlink Campany Administratar

5 & 7 88 10 1121119

[ meteza |

Administration Tab

Description

Users

Allows you to:

B create new users,

B search for existing users,

B edit and delete existing users.
This accordion tab opens on a user search form:

USERS
Login airlinkadmin
Company l Select - J
Profile Name l Any - J

Search Jl Reset

To create a new user

1 In the Left pane, click on the Users accordion tab.
The accordion tab opens on a search form and the Main pane displays a User
Administration table including all users created so far (here, airlinkadmin),
together with the company it is associated with (here, AirLink) and its profile (here,
AirLink System Administrator):
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User Administration

Refresh
|_| User Login Company Profile
|_| airlinkadmin AirLink Airlink System Administrator

2 In the Main pane, click on [New].
A User Creation window opens:
| User Creation

Login

First Name

Last Name

Password

Confirm Password

Code

Email

Phone Number

Enter the number in internaticnal format

Receive Alerts by | | Emazil | | sMs

Company ﬂ‘-[ Select

Profile | Select a profile

Description

Language l Select

Time Zone 51‘-[ Select an area | v] [ Select a time zone

Dewvice Group

l Create J l Cancel J

3 Enter a login (username) in the Login field: for example, airlinksalesadminUs.

4 Enter and confirm the user password in the Password and Confirm password fields:
for example, airlinksalesadminUs.

The password initially set for a user must be changed on first connection.

tﬁ
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5 Enter an e-mail in the Email field.

6 Enter a phone number in the Phone number field.
E-mail and phone number are used for notifying the user of events triggered by
devices belonging to the device groups specified for the user (see below).

7 Select a company in the Company drop-down menu: for example, AirLinkSalesUS.
The Device Group field becomes active. This field allows you to select among the
device groups associated with the selected company.

8 Select a profile in the Profile drop-down menu: for example, AirLink Company
Administrator.

Only profiles associated with the company as user profiles when creating a
™ R company are available in the Profile drop-down menu.

9 Select an area and time zone in the Time zone drop-down menus: for example,
America (area) and Anchorage (time zone).

Only the last eight parameters are mandatory when creating a user. All other

® I my Pparameters are optional.

10 Click on [Create].
The airlinksalesadminUS user is now created.
When connecting to the portal, the user login and time zone remain visible
throughout your session in the User Settings zone of the portal:
. User : [airlinksalesadminUS)

Time zone: America/Anchorage UTC-3
J Change user settings Logout

To edit an existing user

1 In the Left pane, click on the Users accordion tab.
The accordion tab opens on a search form and the Main pane displays a User
Administration table including all users created so far.

2 Click on the user you want to edit:

User Administration

Refresh
[] User Login Company Profile
] airlis E‘min AirLink Airlink System Administrator

A User Edition window opens:
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User Edition

Login airlinksalesadminUs

First Name

Last Name

Edit Password FERFFFIFFFEF

Confirm New Password FEREFEFRFFF

Code

Email toto@toto.com

Phone Number | +323512345678
Number in international format : +33612345678
Receive Alerts by | | Email | | sMs
Company  AirLinkSalesUs

Profile = l Airlink Company Administrator

Drescription

Language l English

Time £one America - America/Anchorage @« .
l J J

Device Group l Clear Jl Choose J

l Update Jl Cancel J

3 Edit the user as required.

4 Click on [Update].
The user is edited.

To delete an existing user

1 In the Left pane, click on the Users accordion tab.
The accordion tab opens on a search form and the Main pane displays a User
Administration table including all users created so far.

2 Check the user you want to delete in the first column:

User Administration

Refresh

\ﬂ User Login Company Profile

airlinksalesadminUS | AirLinkSalesUs Airlink Company Administrator

3 Click on [Delete] below the table.
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4 A confirmation window pops-up:

Confirm deletion

Are you sure you want to delete this item 7

5 Click on [Yes] to confirm.
The user is deleted.

Device Groups

This section explains the purpose of device groups, and describes how to create, edit and
delete device groups as well as devices:

B Purpose

B Create, Edit and Delete Device Groups
e To create a new device group
e To edit an existing device group
e To delete an existing device group

B Create, Edit and Delete Devices
e To create a new device
e To edit an existing device
e To delete an existing device

Purpose

Device groups allow you to group your device fleets by groups, to organize them either
functionnally, geographically, or for any other reason.

Default device groups are automatically created when creating a company, meaning that a
company is always associated with a device group of the same name.

Create, Edit and Delete Device Groups

Creating, editing or deleting a user is done from the Device Groups accordion tab of the
Administration module:
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Ay SIERRA | AirLink [ Admoatraton Devics anagemart Tome sormr EuropefPacis UTE+2 £
WIRELESS® Management Services | Change user settings  Logout
p— ~ Device Group Edition
USERS |
Higrarchical browser v | & Device Group Name & AirLinkSslss
= (] Airtink Deacriplion
@ AirLink Company Name  AirLinkSales
al_i:irlhﬁah‘ Parant Croup Path / L Clear | Choose
B AirtinkSaiex Group Manager Available Selocted
El_imoullsahsﬁll
B ArrLinkSaiesu >
=] AirLinkSalesus ‘j
B Aok I 55
SMS Provider Select a sms provider ¥
Apphcation descriptor  Dafault Import.. Reset
New
UPDATE PACKAGES
MODELS |
IMPORTS |
Save Dalete Cancel
Administration Description
Tab
Device Allows you to manage your device groups, that is to say, groups of communicating devices
Groups related to a same company or sub-company to:

B create new device groups,

B edit and delete existing device groups.
Device groups are hierarchically displayed (company, sub-company and device groups)
in an expandable tree structure:

DEVICE GROUPS

[ Hierarchical browser * J iu

=[] AirLink |« Parent Company .
EES AirLink |«

|EI AirLinkSales |{—

S AirLinkSales |«

| = || AirLinksalesEu |«—— |—| Child Companies .
| B AirtinkSalestu| <

I "

=1 ] AirLinkSalesUs |«—

| AirtinkSalesUs] < Device Groups .

New

The table below describes how to browse through device groups using one of the three
browsers available in the Device Groups tab:
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Browser Type

Description

Hierarchical
Browser

Displays all existing device groups as a traditional tree structure, with parent company and
child companies identified by '-j and device groups identified by a :

[ Hierarchical browser L4 J Ei

=[] AirLink
= [ AirLink
=[] AirLinkSales
[ AirLinkSales
= [_] AirLinkSalesEU
[ AirLinksalesel
=[] AirLinkSalesus
[ airLinkSalesus
[ || CTIADemo
[+ L_j Demo
¥ | | Get Wireless
[ | INS
E7] L_j QASwamis
= L_j SierraWireless

*

Flat Browser

Displays all the companies and sub-companies in alphabetic order:

L Flat browser L J Ei
# || ACTE a
[ [ ] AirLink

i [_] AirLinkSales

[ [_] AirLinkSalesEU
# [ AirLinkSalesUs
| | Asavie

i [_]| Ashvertising
&[] Astral

[ [ Avista

¥ [ | CTIADemo

[ [ Carrier

# || caterpillar

i#l || Copaco

# | | Demo

New

Step-By-Step
Browser

Allows you to select only device groups to be displayed. Useful when managing a large
number of groups within a complex company structure:

42

AirLink Management Services - Users and Devices



Users and Devices

[ Step by step browser k4 J ﬁh

] AirLink
6] e |

To select a device group, click on l—J A Select an Element window opens:

Search

) airLinksales
[ AirLinksaleseu
] AirLinksalesus

Cancel

The Select an Element window allows you to select either a group ( Ei) or a company ( I-'3)
or to search for a specific element using the Search field.

B If you select a company/group, the company/group appears in the Left pane together
with a second line for refining your search:

[ Step by step browser L J Eh

| AirLink
L.E AirLinksSales |

Clicking on the second line's Browse button ( l—J) gives you access to device
groups included in the previosuly selected company/group only.

B You can then repeat the procedure and browse down your company/group structure
until the required group is selected:

| AirLink
il [AirLinksales (-] @
B [AirLlinkSalesEu ()@

43 AirLink Management Services - Users and Devices



Users and Devices

To remove a company/group, click on the corresponding "Reset" icon ( @).

To create a new device group

In the Left pane, click on the Device Groups accordion tab.

The accordion tab opens on a tree structure displaying companies administered by the
user. By expanding each of them, device groups automatically created when creating
companies appear:

4a- SIERRA AirLink
WIRELESS" 5

Management Services

)
pe/ Paris UTC+2
Logout

Device Wanagemnt

COMPANIES ~ Device Group Edition

USERS

DEVICE GROUPS

Hisrarchical browsar - | Device Group Name = AirLinkSales

=[] AirLink Description

o R Airdink: Company Name  AirUinkSsles

= [ Airtinksales Parent Group Path || ciear | [ Choose

Group Manager Available Salactad

SMS Provider | Selecta sms provider | v

Application descriptor  Default Import. Reset

UPDATE PACKAGES

MODELS

IMPORTS

ACTIVITY LOGGING

Only companies visible by the user are displayed in the Device Groups tab. Visible
- :‘...‘-_ﬁ companies depend on the user profile and company.

The following procedure shows how to create a device group (called East) as a child of
another device group (called AirLinkSalesUS).

1 Select the parent device group in the Left pane: for example, AirLinkSalesUS.

2 Click on [New]. A Device Group Creation window opens:
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Device Group Creation
Device Group Name @
Description
Company *[ AirLinkSalesUS * J
Parent Group Path JAirLinkSalesUs/ l Clear J l Choose J
Group Manager Available Selected
=)
=]
==
=<
SMS Provider [ Selact a sms provider - J
l Create J l Cancel J

The Company and Parent Group Path fields are already filled with the name of the
previously selected device group and associated company

Enter a device group name in the Device Group Name field: for example, East

Only the Company and Device Group Name parameters are mandatory when
‘n‘ﬁ creating a device group

4 Click on [OK]. The East device group is now created.

Repeat the previous procedure for creating the West device group.
Newly created device groups now appear in the Left pane:
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DEVICE GROUPS

[ Hierarchical browsar L J -'I“*

=l || AirLink
| Airlink
= ..-j AirLinkSales
[H | AirlinkSales
=l || AirLinkSalesEu
[# | AirlinkSalesEU
=l |_| AirLinkSalesus

== AirLinkSalesUs

|+ E East

[H | West

[+ ..-j CTIADemo
[+ ...,j Demo
1+ mj Get Wireless

| | INS

New

! To complete the device group creation, you have to edit it and upload a dedicated
- -."‘.:'_"i| file called airlink application descriptor to get the right device information display in
devices tab for this device group.

The file can be uploaded from http://www.sierrawireless.com/resources/
support/AirVantage/AMZApplicationDescriptor.xml.

To edit an existing device group

1 In the Left pane, click on the Device Groups accordion tab.
The accordion tab opens on a tree structure displaying companies administered by
the user. By expanding each of them, device groups automatically created when
creating companies appear.

2 Click on the device group to be edited.
The device group details appear in the Main pane:
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Users and Devices

COMPANIES ~ Device Group Edition
USERS
DEVICE GROUPS
[ Hierarchical browser v) Davice Group Name # AirLinkSalesUS
Description
=[] AirLink ipt
8 airtink Company Name | AirLinkSalesUs.
=] airLinksales Parent Group Path |/ Clear | [ Choose
B airtinksales Croup Manager Available Selected
= [[] AirLinkSalesEU
[ AirLinkSslesEU
= =J
2 [] AirLinkSalesUS &)
S AirLinkSalesUS Il (=)
B2 East (2
BES West
1# ] CTIADemo 5MS Provider | Select a sms provider | v
8 pemo Application descriptor  Default e
13} Get Wireless
@[] s
New
UPDATE PACKAGES
MODELS
IMPORTS
— Save Delete | [ Cancel

3 Select [Import] to upload the airlink application descriptor file.
4 Edit other fields and menus if required.

5 Click on [Save].
The device group is updated.

To delete an existing device group

1 In the Left pane, click on the Device Groups accordion tab.
The accordion tab opens on a tree structure displaying companies administered by
the user. By expanding each of them, device groups automatically created when
creating companies appear.

2 Click on the device group to be deleted.
3 Click on [Delete] in the Main pane.
4 A confirmation window pops-up:

Confirm deletion

Are you sure you want to delete this item ?

5 Click on [Yes] to confirm.
The device group is deleted.

Create, Edit and Delete Devices

Device creation, edition and deletion is managed from the Devices tab of the Device
Management module, using the [New], [Edit] and [Delete] buttons of the Main pane. This
section describes how to create, edit and delete a device, and how to review a device's
details.

To create a new device

1 Assuming that the Device Management module's Devices_ tab is selected, select a
device group in the Left pane.
After creation, the newly created device will be automatically included in the selected

group.
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2 Click on [Add Device] in the Button bar:
Device Management : AirLink / AirLink

Dashboards Devices Data Map Events Jobs

Nl
L] &l (17) | Summary v | Refresh Poll Reset PRL C i Show configuration Assign configuration Adﬁ@ke Edit Device Delete Undelete Purge
ions roup nique lame rvice Type st Com. Date etworl o n) elix Bytes Sent Operator
| Acti G Unigue Id N Service T Last Com. Dats Network Statel | Bytek Se: Helix Bytes Sent| Operat
etails irLin irlin| :54:
O Detail JAirLink 60D21F97 Airlink 60021 04/09/11 01:54:06 40167
| & Details {AirLinke CA0012100851001 | Airlink CA0D? 04/08/11 18:12:16

A Device Creation window opens automatically:

Company Name  AirLink

Device Group  AirLink

Name

Unigue Id

IP Address =@

Login # user

Password # 12345

Connection Type #| TCP L

Port # 3088

Create and connect Jl Create Jl Cancel

The Company Name and Device Group fields are already filled with the company

name and device group selected before clicking on [Add Device].

Enter a device name in the Name field: for example, Raven123.

Enter an ID in the UniquelD field (optional).

Enter an IP address in the IP Address filed: for example, 123.123.45_56.
Enter a login in the Login field.

Enter a password in the Password field.

Select a connection type in the Connection Type (TCP, UDP or SMS).

© 00 N O O b~ W

Enter the port to open in the Port field: for example, 8088.

10 Click on [Create and Connect] to create the device and proceeed with a first

connection, or on [Create] to create the device without connecting to it.
The device is now created in the system. It appears in the device table:

Dashboards Devices Data Map Events Jobs

[ all (28) | Summary v | Refresh Poll Reset PRL Commands Firmware Show configuration Assign configuration Add Device Edit Device Delete Undelete Purge
ions roup nique lame rvice Type st Com. Date etworl e es Sen! elix Bytes Sent Operator
| Acti G Unigue Id N Service T Last Com. Dat Network State | Bytes Sent Helix Bytes Sent Operat
| | f | Details /AirLink 123456789 Raven123
(| & Details /AirLink 60D21F37 Airlink 60DZ1 04/03/11 01:54:06 40167

Device INITIATED COMMUNICATION

You can set your device so that it automatically registers on first connection with the

server, eliminating the need to do it manually through the user interface.
To do so:
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1 In the Devices Management module, click on the Details link of the required device.
An AceManager window opens.

2 Click on the Services tab.

3 Select AMS in the left pane.
A number of parameters appear in the main pane to the right.
To set your device in device initiated communication mode, enter in the Account
Name field either:

the path of the company to which your device belongs or,

the UIID of the company (used in AMS) to which your device belongs.

As a prerequisite, a company must have been created first. It is recommended to set
"" “mmy the UIID instead of the company path in the Account Name field.

For instance, for a Demo child company belonging to the AirLink parent company, you can
enter either:

the company name: Demo,
the full company path: ZAirLink/Demo,
the UUID of the Demo company: 2aal71da-6f71-4752-a555-4a6b30466fbb.

Here is an example with the ALLPRESS company:

SIERRA

WIRELESS®

To edit an existing device

1 In the device table, check the checkbox corresponding to the device to be edited, in
the table first column

2 Click on [Edit Device] in the tab's Button bar:

Dashboards Devices Data Map E

[] Al (18) | Summary v | Refresh Poll Reset PRL Comman, ds Firmware Show configuration Assign configuration Add Device Edit Ngvice Delete U
(18)

ns Group Unique Id Name Service Type Last Com. Date Network State | Bytes Sent elix Bytes Sent

/AirLink 123456789 R

| Actio
g @ Details aveni23 @
@ Details /AirLink 80D21F37 Airlink 60D21 04/09/11 01:54:06 40167

3 A Device Edition window opens:
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Device Edition
Enter the information for the device

Some additional parameters may be necessary depending on the
selacted communication methad.

Name = RawvenlZ:

Unmique Id # 123456783

Device Group = l AirLink

Description

Latitude

Longitude

Communication Method :rl Server Initiated

Communication parameters

Connection Type =r|_ TCP

IP Address = 122.123.45.36

Login =# user

Password = 1232345

Port = | 2088

[ Finish Jl Cancel J

It contains information entered in the Device Creation window when creating the
device.

Change or add any required value.

Click on [Finish].
Device details are now updated.

delete an existing device

In the device table, check the checkbox corresponding to the device to be deleted, in
the table first column:

Click on [Delete] in the tab's Button bar:

Dashboards Devices Data Map. E
[ | All{18) | Summary v | Refresh Poll Reset PRL € Show conf ion  Assign conf ion Add Device Edit Device u
| Actions £ | Group Unique Id L | Name % | Service Type | LastCom.Date * Network State | BytesSent * | HelixB: Sent
& Details /RirLink 123456789 Raven123 @
40167

& Details /RirLink 60D21F97 Airlink 50021 04/09/11 01:54:06

3 Click on [Yes] in the confirmation window which opens:
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Confirm deletion

Are you sure you want to delete this item 7

e [

The device is now archived.

4 Depending on your user's profile, you can have to purge the device for it to be fully
deleted. If so, click on [Purge] in the tab's Button bar.

Create multiple devices

To create multiple devices at the same time, you have to import files with data required to
declare devices.

1 Select the Device Management module.

2 Click on the Imports tab

Dashboards Devices Ewvents Data Map Jobs I%

In the import page, select on the New import button and retrieve the device file.
You can also download the import template by clicking the [Download a template] link
below the table:

|_| vipadmin 08/02/10 16:06  MoveVIPDevices | DONE_OK

|_| vipadmin 08/02/10 16:03 | PentalogTest_De| DONE_OK

] vipadmin 08/03/10 16:01  PentalogTest_De DONE_ERRORS
< < 1 2 3 4 = = 112138

| New import Downl emplate

Once a device file is imported, you can check whether the import ended normally or in
failure by opening import logs.

Open Import Log

The following procedure shows you how to open an import log.

1 Select the Device Management module.
2 Click on the Imports tab

All import logs are displayed in a table together with the user having initiated the import.
Imports are timestamped and their state (DONE_OK or DONE_ERRORS) is indicated:
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Refresh

Imported by
vipadmin
vipadmin
vipadmin
vipadmin

vipadmin

B E O E DE

vipadmin

Date

12/14/10
12/14/10
i1/i8/10
09/21/10
09/21/10

09/21/10

16:56

16:324

12:17

14:32

14:31

14:20

File name

WIK_IMEI SOpecs
WIK_IMEI_SOpcs
upload_devices 1
Mz2MOP-5R2M2M
M2ZMOP-S5R2ZM2ZM

MZMOP-SRZ2ZMZ2M

1 Click on the required import log row.

A download/open window pops-up.

2 Click [OK].

The import log opens in CSV format:

A

Line Mumber Status Device Id Error Message
1,CREATED,359126030000043,

State
DONE_OK
DONE_OK
DONE_OK
DONE_OK
DOMNE_ERRORS

DOMNE_ERRORS

An error message is included if the import ended in error:

A

Line Number, Status,Device Id,Error Message
1,ERROR, 359913020000007, Unknown cempany path :

JS (Top Level Customer not found for name: ROR,35991

. (HullPointerException)
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Firmware and Software Upgrades

This page introduces the notion of "packages" as applied to software and firmware. It
defines the different types of packages available and shows through step-by-step
procedures how to launch a download campaign and monitor it using the Download
Campaigns Dashboard.

Purpose
Update Package Definitions

|
|
B Launch Upgrade Campaign
[ |

Download Campaigns Dashboard

Purpose

The Operating Portal provides remote update and quick fix capabilities, therefore avoiding
field technician visits and operation downtimes.

The server interoperates with compliant devices using standard hand-off mechanisms to
achieve firmware package downloads into remote devices.

Update Package Definitions

Firmware: AirPrime embedded module core software provided by Sierra Wireless. It
includes telecom capabilities and the embedded agents needed for operating the AirPrime
Management Service.

There may be some dependencies between firmware and software. Any change to
- :_:i the software or the firmware may imply updating both.

Update package: package to be downloaded; installs a firmware or a software into the
AirPrime module.

Binary package: update package containing the full firmware or software binary.

Launch Upgrade Campaign

To download an existing update package into a device, please first activate the device
management module, then display the device list by clicking on a device group in the
module's left pane.

Once the device list is displayed: T R
. S I R

1 Select the deViCe(S) to be kil (z)  Refresh Details | Commands Assing settings  Monitoring
upgraded. Group Name Unique Td Phone Model FW Image | 5W Image | State Last1

2 Click on the [Upgrade]
button in the Button bar.
Prerequisites: Customer
model must be the same
to upgrade several devices
at the same time.
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The upgrade wizard displays:

B a summary of device(s)
properties,

B upgrade type options:
Firmware or Sofware.
Select the required
upgrade type then click on
[Next].

Davice upgrade

Device properties

IMEIL Phone number
Current firmware

Customer model Manufacturer model
Status ACTIVATED

Software image 1D w292

.

Company

Firmware image ID  R74_00gq.FSU002

Please choose the upgrade type

() Firmware

() Software

Upgrade type

Next

The next screen lists the
compatible update packages for
the selected device(s).

Choose one of them then click
on [Next].

Device firmware upgrade

Device properties

IMEI Phone number

Customer model - - Manufacturer model

Company - Status ACTIMATED
Firmware image 1D R74_00gqo.FSU00Z Software image 1D PERF

Please choose an image in the list

Frmware image\N{

R742_00gg.FSUOD2

‘ Company Manufacturer model

R72a00gg.FEUOOZ
R743_00gg.FEUO0Z

R74300ag.FSUO0Z

To Image Version

Previous Next

Once the update package has
been selected, the wizard
displays all possible upgrades
(with one or many steps).

If you click on a package name,
a popup opens displaying
update package details.

Device firmware upgrade

Device properties

IMEI Phone number

Customer model . - Manufacturer model

Company . Status ACTIMATED
Firmware image 1D R74_00gqg.FSU00Z Software image 1D PERF

Please choose a path for each group of devices
P group Package Name
Devices from image Update packages

R74_00gg.FSUOO2 - (1 / qaR74_R7dater (280408 bytes)
Device(s)) /|

R74_00gg FSUDODZ \  ---es R74300gg.FEUO00Z

aR74_R74A (280408 bytes)
R74_00gg Fsuooz /oo R74a00gg.FSUOOZ
\ T
From Image Version
To Image Version

Previous Next
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The popup includes the
following update package
details:

I General information about

the package context:
company, model, status.

Package specific details:
images version, package
type, size.

Update Detail

Devices from image

R74_00gg.FSUD0Z
Devica(s))

Mame
Company

Cust, Madal
Maodel Marme
From Irnage

To Image

Type

Format

size

Status
Generation Status
Adtian

Metadata

qaR74_R74ater

R74_000g.FSUD0Z
R74a00gg, FSU0OZ
Firmware Diff Package
Delta
280408 hytes
Released
SIGNED

None | ¥

narme  Walue

Cancel Download

R74300gg, F5U002

R74a00gg.FSUO02

The last step of the wizard
allows you to set upgrade job
options:

I Job name: Set here an

optional name for the job
(useful for later search
purposes).

Job schedule options: Set
here when the job should
start and whether the
device(s) has(ve) to be
waken up.

Device firmware upgrade

Device properties

IMEI
Customer model
Company

Firmware image ID

R74_0090.FELIONZ

Phone number
Manufacturer model
Status

Software image ID

[ R74_00gg.FSU00Z

qaR74_R73a (221640 bytes)

R73a00gg.FELUO0Z ]

Upgrade job options

Job Hame

Start date

L| send notification

ACTIVATED
2,92

b

Pravious Launch

Download Campaigns Dashboard

To monitor upgrade processing is by using the Download Campaigns dashboard, which is
part of the set of dashboards featured in the portal for monitoring device and device group
information such as jobs, traffic, state, activity, etc. A download campaign is performed
whenever the firmware/software version of a fleet of devices must be upgraded
simultaneously.

Three dashboards are currently accessible (from the Device Management module):

B Device Group Details - displays general information about the selected device group

months. For more information, see Managing your Devices.

as well as a distribution of firmware/software versions, device states and latest device
job states among a fleet of devices (in ring diagrams) and a bar graph representing
the number of download, monitoring and provisioning requests for the last six

B Download Campaigns - displays information related to all download campaigns
carried out for the selected device group. This screen includes a summary table with
download campaign-specific information and, for each campaign, a circular histogram
as well as a 2-axis diagram showing the number of pending, failed, successful and
cancelled device upgrades and an error description table. This screen is described in
further detail in this section.
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B AirLink Dashboard - displays device-related information in the form of widgets. You
can add and remove widgets within the dashboard, as well as arrange their laoyout as
required. For more information, see AirLink Dashboard.

To access the Download Campaigns dashboard

1 Select the Device Management module.
The Dashboard tab is automatically selected.

2 Select Download Campaigns in the drop-down menu:

l Device Group Details L4 J Refresh

Device Group Details Is

Download Campaigfig
h CBS QA
Monitoring Dashboar
CBS Outdoor

Group managers None
Number of devices -
Description

The Download Campaigns dashboard is displayed:

Download Campaigns | v |  Refresh

SAEngine.m2mboxpro_v2.1.5_b  statistics

Starting day 11/23/2010 Refresh
Totalrequested 1
Success Rate 0.00% JobId | JobType state Total | Success 1| Updated | Pending | Failed | Cancellec Duration Starting Date
Updated o 642070 Softvare Upgrad DONE 1 000% |0 ° 1 [ 03 m 30 s 307 11/23/10 13:47 144 =
Pendin a
a 585820 Softvara Upgrad DONE 12 100.00% | 12 o o o 12m30s 528 11715710 15115147
0 devices upsraded per minute 583466 Softvare Upgrad DONE 1 100.00% | 1 o o o 02 m 47 5 407 11/19/10 11:21:12
583230 Softvara Upgrad DONE 1 100.00% | 1 o o o 02 m a4 = 860 11/15/10 11108128
583225 Softvare Upgrad DONE 1 100.00% | 1 o o o 02 m 425645 11/19/10 10:54:54
583055 Softvars Upgrad DONE 1 100.00% | 1 o o o 04 maz=018 11/15/10 10:40:08
582945 Softvare Upgrad DONE 3 100.00% | 3 o o o 04 m 555569 11/19/10 10:27:54
582820 Softvars Upgrad DONE s 100.00% | 5 o o o 06 m 17 =892 11/15/10 10114114
572773 Softvare Uparad DONE 12 100.00% | 12 o o o 11 m27s41a 11/18/10 17:21:09
571688 Softvars Upgrad DONE 2 100.00% | 3 o o o 08 m 02 =657 11/18/10 15135111 =]
111714
[I |
Davice states Download Campaigns 642070
1
oe
P
€
5
Failed 3
0.4
0.z
o
13148 14142

Last update : 11/23/10 14:48 Export as CSV

Download Errors

Refresh
[] | action devicerd deviceuniquerd | id jobDisplay sobid jobType message phoneNumber | time
[] | rane 7593 3532240400296 0 Softuare Upgrad| 642070 Softvare Upgrad| Expected image | +467190002882 Tua Nov 23 13:51:13 GMT+0100 2010

1171

Upgrade...

This dashboard is divided into four sections:

B Statistics

B Device States

B Download Campaigns
B Download Errors
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These sections are described in further detail in the following sections.

STATISTICS

Provides the user with a table including information about all download campaigns carried
out for the device group selected in the Left pane:

Column Name

Description

Job Id

Job identification number, as referenced in the jobs list accessible from the Jobs tab.

Job Type

Type of job (Software Upgrade, Common Command, etc.)

State

Upgrade job state:

. PENDING: Upgrade job about to enter job queue,

. APPLIED: Upgrade job in buffer. Will be processed as soon as the
communication device connects to the Operating

Portal,

. DONE: Command processed successfully by communication device,

. CANCELLED: Upgrade job cancelled by user (available only if job status has not
turned APPLIED yet)

Total

Total number of requests sent to the communication device as part of the upgrade.

Success Rate

Percentage of successful requests out of the total number of requests.

Updated Number of requests successfully processed by the communication device.

Pending Number of pending requests.

Failed Number of failed requests. Connection with the device was successful but request could
not be processed.

Cancelled Number of cancelled requests.

Duration Time required for performing the upgrade.

Starting Date

Job starting date.

When selecting a download campaign in the table, the dashboard is updated. It displays a
summary of the download campaign to the left of the table:

SAEngine.m2mboxpro_v2.1.7.r8

Starting day 11/18/2010
Total requested iz

Success Rate 100.00%:
Updated 12

Pending i)

1 devices upgraded per minute

The other three sections (Device States, Download Campaigns and Download Errors),
which display information specific to the selected download campaign only, are also
updated. These sections are described in the following paragraphs.

Device STATES

Circular histogram representing the current status of requests for the selected download
campaign:
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Device states

Updated

Cancelled

Last update : 11/18/10 16:06

Request Date Description
Updated The device has been successfully updated.Percentage of successful requests appear in green.
Pending The request is still pending. Percentage of pending requests appear in blue.
Cancelled The request has been cancelled by the user. Percentage of cancelled requests appear in yellow.
Failed The request has been sent to the communication device but ended in error. Percentage of

failed requests appear in red. Errors are described in the Download Error section (see below).

To know more about the exact percentage and number of requests of a given status, point
your mouse over the circular histogram:

Updated

Cancelled

DownLoap CampAIGNs [JoBNUMBER]

2-axis diagram representing the number of updated, pending, failed and cancelled
requests over the total download time (abscissa unit is 1h) for the [JobNumber] download
campaign :
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Download Campaigns 571416

2 M Number of

requests

10

& Failed

6

4

=)

2

Pending l \
0_lojss Failed L

15:06

Download time I | Exportascsv |

16:06 |

To know more about the exact number of requests of a given status at start or end of the
download, point your mouse over the required line:

Pending : 12
Downlogii/ig/i0 15:06 16

12

10

To export download campaign data in CSV format, click on [Export as CSV]. Dta
automatically appears in CSV format in your default spreadsheet software:

A [B T ¢ ] D [ E [ F [ G [ H ] \ [ J [k ]
Job Id Job Type Status Affected Devices Waiting Devices Updated Devices Postponed devices Failed Devices Cancelled Devices |Scheduled Time
571416 Software Upg APPLIED 12 0 9 0 0 3/ 18/11/2010 15:05

Time Updated Waiting Failed Cancelled
18/11/2010 15:06 0 12 0 0
18/11/2010 16:06 9 0 0 3

DowNLoAD ERRORS

Table offering diagnosis capabilities by displaying errror-specific information such as:

Column Description
action Status of the request.
deviceUniqueld IMEI of the communication device for which the upgrade returned an error.
jobType Type of job which returned an error.
message Error message.
time Time at which the error occurred.

After the problem has been diagnosed and possibly resolved, you can try relaunching the
upgrade by:
1 Selecting the job to be relaunched in the table:
V| action deviceld deviceUnigquelId  id

FAILED 7393 3532240400256 0

2 Clicking on [Upgrade] below the error description table.
This launches the Device upgrade wizard (for more information, see Device(s)
Upgrade).
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